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Router (Access Point) SA-ROU

Electrical specifications

Number of Doors Controlled

Unlimited, restricted only by
distance to door reader and building
construction

Visual Interface Verification

Flashing yellow and solid green
LEDs

System Interface

SA-Guardian Application Server via
a POE switch

Power Supply

POE or 5VDC

Backup Battery Life

8 hours; automatically recharges
with trickle current

Operating Temperature

-10°C to +70°C or
+14°F to +158° F

Certifications/Compliance

FCC Part 15 B&C

Communication Link

10 Base T, RJ45

Operating Frequency 2.4 GHz
Max Communication Range 1000
Communication Security PKI, AES-128

Encryption Keys

Device specific, customer controlled

Wireless Communication
Protocol

Proprietary: Extreme low power
(ELP) protocol & 802.15.4

Reader/Router Handshake

Automatic

Features & Benefits

- Utilizes static IP address or DHCP
- Power-Over-Ethernet or DC voltage
- Communicates with both door
readers and U-Keys ™

- Overlapping coverage of routers
yields automatic failover in the
event of an electrical problem

- Real-time, extreme low power
communication

- Device specific encryption keys,
controlled by system owner

- Over-the-air firmware upgrades

- Integrated tamper sensors

- No software or lease licenses
required

Firmware Updates

PKI; both U-Key™ and door readers

Electrical Warranty

2 years

Mechanical specifications

Case Material

Plastic

Dimensions

O/S 4" diameter x 1-7/8"

Mounting Options

Ceiling level; above a drop ceiling;
wall mounted. For custom
mounting, consult with factory

Vandal Protection

Integrated tamper sensors

Outdoor Usage

Weatherized; must use mechanical
backing plate and caulking

Mechanical Warranty

2 years




Router (Access Point)

How it works

not to scale

Frequently asked questions

1.

How many lock units can be controlled by a singleauter? There is no limit to the number of
doors that can be controlled by a single routerramticenses are required.

What is typical router range? Even with SecureALL's patented Extreme Low Powé&RE
technology, in free space, communication rang@msaimately one-half mile. Within a
building, this is limited only by construction metds and hallway shape.

How is optimum router placement determined?Certified installers will do a building site
audit, utilizing SecureALL test equipment, to detare optimized router locations.

What is "automatic failover?" If desired, routers can be positioned within adiag so every
door has coverage from at least two routers (inesoases, this will be between floors). The
router with the strongest communication link is @y primary coverage for a particular door.

In the event of a disconnection, the second routi€éautomatically take over. No manual
intervention is required.

What type of alarm will be sent in the event of asuter disconnect? As with any problem
occurring in theGuardiansystem, alarms are sent to the individual(s) haeweysight for that
particular part of the system, either through eptaxt, or sms.

What is "auto-discovery" between routers and reades and how does this facilitate
installation? Access control lists (ACLs) are stored in theardianserver. Upon installation

of a router and door lock, the ACL is transmittedtfto the router and then automatically sent to
the door lock. The same process is used for AGInghs and firmware updates. There is never
a need for any handheld device to program doorslogkving significant employee time.

What type of communication device addresses are alable? Depending on preference,
routers can be programmed for static IP addregsesiGP.

How does SecureALL prevent spoofing of any hardwarey a third party? PKI encryption

is used to ensure that any equipment being addadtstomer's system is genuine. Unless the
correct handshake occurs. Guardiar svstem will reiect that component as not vi




